N\ VARONIS

Optimizing Your Data
Strategy to Support
Mission Partner
Environments

C5 Cyber & IT Forum

Chad Mason - Senior Director, DoD







» T

AREYOU FEELING ﬂllllTv ABOUT

;“,,, T i
osr s P A ¥ N
3t :

b

=




It’s all about
the data.

After our people, data is the
most and
asset.

Data is always the target.

Supply chain




IN THIS CORNER WE HAVE
S FIREWALLS, ENCRYPTION,
N ANTIVIRUS SOFTWARE , ETC .-
AND N THiS CORNER,

wt Have Dave//




Attackers aren’t breaking

in, they’re of data breaches involve

stolen credentials

Source: Verizon DBIR




Data is where
the

happens.

Yet another ransomware attack - an NHS
children’s hospital is the latest victim

m By Ellen jennings-Trace published 13 hours ago

Alder Hey Children’s Hospital is reportedly exploring data breach
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Pentagon leak leads to limits on who gets access to
military’s top secrets
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Potentially deadly consequences from the Pentagon leak
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America’s allies ‘can’t trust us’ after
‘disaster’ intelligence leak, former
intel officers say
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WATCHLIST | SIGNIN

KEY ® A leak of highly classified Pentagon documents has undermined
POINTS trust among U.S. allies, former U.S. officials and intelligence experts
tell CNBC.

U.S. authorities on Thursday arrested 21-year-old Jack Teixeira, a
low-ranking member of the Massachusetts Air National Guard, in
connection with the investigation into the leak.

America’s control over its most valuable secrets has been thrust into
question by the fallout from the most damaging intelligence leak
since Edward Snowden’s breach more than a decade ago,




The blast radius is growing relentlessly.

Annual data » Microsoft 365
growth rate Copilot

Unique permissions
| to manage 40M

Files open to
every employee
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Most approaches
result in busywork
followed by a breach.

We spent 18 months struggling
just to classify and label data with
no measurable outcome.”

CISO, Large Federal Agency

“Classification scans never finished”

“Labels were missing or wrong”

“Found sensitive data, but couldn’t fix anything”

“All we got was 1,000s of help desk tickets”

“We couldn’t see or stop attacks on data”
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Traditional ways to secure data
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Native controls Point solutions Legacy DLP

Microsoft Purview Classification tools Manual labeling
Built-in auditing Privacy tools Inline blocking
Built-in access controls Auditing tools File-by-file remediation




Fundamental Questions For Data Strategies
(And how long would it take?) @
73
Can you define the data? (f o ©

Can you secure the data? Annuald a M
nnual data Microsoft 365 A
growth rate 23% " Copilot

Can you manage the data?

Do your Zero Trust policies extend to

Companies with 0 ‘,%7‘ Shadow databases
the data? exposed cloud data 47 /O and backups

Can you detect and stop a data r—
2 Unused cloud ] Public sensitive
breach? permissions 99% E buckets

Can you automate the Find, Fix, Alert -

processes? .-
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ACTIVITY

. Audit Trail

Third Party Apps & APIs

Effective Permissions

Do you have the
to

Entitlements

PERMISSIONS & CONFIGS

Config

enforce your data
strategy and
policies?

Sensitivity Labels

Data Sensitivity

SENSITIVITY

Inventory

I
Saa$S
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( FIND )
Real-time visibility

Understand your data security posture and activity in real-time.

Contextual

<. SENSITIVITY > Understand exposure, usage, lineage,
and business context.

PERMISSIONS & CONFIGS
<. > Current

Know what’s changed and created, so

visibility is always up-to-date.
® ACTIVITY & FLOWS

Complete

<. |DENT|T|Es> Full scans on huge data stores.
No blind spots.
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FIX
Automated prevention

Continuously reduce your blast radius and auto-enforce policies.

Auto-enforce policies:

Q Revoke excessive access

0 Fix misconfigurations

Q Apply labels

Q Remove third-party apps
° Disable stale users

@ Delete ROT data




( ALERT )

Proactive detection

Always-on, data-centric UEBA for automated threat detection

Monitor everything Alerts generated in Fully integrated
realtime with your stack

Q My Varonis security expert
detected . 3
M SentinelOne splunk>

Abnormal behavior: activity from Q
new geolocation to the organization -- Microsoft
WY Deiender \QROWDSTRIKE

Abnormal behavior: an unusual

"We've triggered a response Servicenow

and are investigating.”
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Data Risk Assessment

"
GRITICAL FINDING
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+ Sensitive data across all data stores
Find + Exposure levels and data usage
+ Potential impact of an attack

Risk tyP®
public data

trob 5
An external US "‘5‘.? B0 olled Rees?

Workspace: + Public and org-wide data exposure

Affected syste™

M‘,‘ Fix + Risky identities and rogue third-party apps

A marketing assistant 1rigg"

data access alert.

+ Misconfigurations and compliance gaps

+ Real-time monitoring of data and identities
Alert + Unified and searchable forensics audit trail
+ Advanced UEBA + dedicated IR analyst
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Optimized Data Strategy For Mission Partner Environments Summary

)

Discover sensitive data, categorize, label and
map the data flows

a Discover who has access to sensitive data

Identify user peacetime profiles and activity
» patterns to sensitive data — alert on deviations

Automate the Find, Fix, Alert and get to
Outcomes

Operationalize data security outcomes into
workflows

Automated Data Centric Approach




Thank you.
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