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Disclaimer

The views and opinions presented herein are those of the author 
and do not necessarily represent the views of DoD or the Army. 
Appearance of, or reference to, any commercial products or 
services does not constitute DoD or Army endorsement of those 
products or services. The appearance of external hyperlinks does 
not constitute DoD or Army endorsement of the linked websites, 
or the information, products or services therein.
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Cyber Threats in the News
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Defining Cyber Threat Intelligence (CTI)

Analyzed information about the 
hostile intent, opportunity, and 
capability of an adversary that 
satisfies a requirement.
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Mission 

Threat + Vulnerability + Impact

= Risk
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CTI Terminology
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Alerts and Advisories – CISA
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CTI Technical Analysis

We use structured 
analytic techniques to 
analyze activity on the 
DoDIN to provide 
meaningful information 
to support leadership 
decisions, defenders’ 
needs, and Intelligence 
efforts.
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MITRE ATT@CK – Enterprise



UNCLASSIFIED

UNCLASSIFIED

10

Search Engine Optimization (SEO) 
Poisoning – Technique Overview
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• A technique used by threat actors to increase the prominence of their malicious websites.

SEO poisoning tricks the human mind by users assuming the top hits are the most credible 

and is effective when people fail to look closely at their search results. 

• Threat actors may employ targeted types of SEO poisoning, like spearphishing, to go

after specific users, like IT administrators. This customization enables attackers to target and 

customize their attacks to specific audiences, making them more challenging to identify and 

defend against.

SEO Poisoning
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Legitimate Website: blender.org

The three malicious ads link to:

• blender-s.org 

• blendersa.org

• blender3dorg.fras6899.odns.fr

SEO Poisoning
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SEO Poisoning

Legitimate WebsiteMalicious Website
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MITRE ATT@CK – Enterprise
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• Adversaries may purchase online advertisements that can be abused to distribute malware 

to victims. 

• Ads can be purchased to plant as well as favorably position artifacts in specific locations 

online, such as prominently placed within search engine results. 

• Purchased ads may also target specific audiences using the advertising network’s 

capabilities, potentially further taking advantage of the trust inherently given to search 

engines and popular websites.

Resource Development – Acquire Infrastructure – Malvertising Sub-Technique (T1583.008)

SEO Poisoning
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Adversaries may gain access to a system through a user visiting a website over the normal 

course of browsing. With this technique, the user's web browser is typically targeted for 

exploitation.

Often the website used by an adversary is one visited by a specific community, such as 

government, a particular industry, or region, where the goal is to compromise a specific user or 

set of users based on a shared interest. This kind of targeted campaign is often referred to a 

strategic web compromise or watering hole attack. 

SEO Poisoning
Initial Access – Drive-by Compromise Technique (T1189)
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Multiple ways of delivering exploit code to a browser exist including:

• A legitimate website is compromised where adversaries have injected some form of malicious code 

such as JavaScript, iFrames, and cross-site scripting

• Script files served to a legitimate website from a publicly writeable cloud storage bucket are modified 

by an adversary

• Malicious ads are paid for and served through legitimate ad providers (i.e., Malvertising)

• Built-in web application interfaces are leveraged for the insertion of any other kind of object that can 

be used to display web content or contain a script that executes on the visiting client.

SEO Poisoning
Initial Access – Drive-by Compromise Technique (T1189)
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Typical drive-by compromise process:

• A user visits a website that is used to host the adversary-controlled content.

• Scripts automatically execute, typically searching versions of the browser and plugins for a potentially

vulnerable version.

• Upon finding a vulnerable version, exploit code is delivered to the browser.

• If exploitation is successful, then it will give the adversary code execution on the user's system unless

other protections are in place.

SEO Poisoning
Initial Access – Drive-by Compromise Technique (T1189)
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SEO Poisoning
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Threat Actors 

Nation States
Criminal 

Organizations
Hacktivists Insider Threats
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Threat Actors – Trends  
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Multiple Threat Actor Naming Conventions 

Threat Group-3390
(MITRE)

APT 27
(Mandiant)

Emissary Panda
(Crowdstrike)

Bronze Union
(SecureWorks)

Earth Smilodon
(Trend Micro)

Iron Tiger
(Trend Micro)

LuckyMouse
(Kaspersky)

Example: Threat Group-3390 is a Chinese threat group that has extensively used strategic web 

compromises to target victims. The group has been active since at least 2010 and has targeted 

organizations in the aerospace, government, defense, technology, energy, manufacturing and 

gambling/betting sectors.

Iron Taurus 
(Palo Alto)
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Microsoft Naming Convention 
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2024 Intelligence Estimate 
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The Russian Federation

Russia (RF) will pose an enduring global Cyber threat even as it prioritizes cyber operations for 

the Ukrainian war. Moscow views Cyber disruptions as a foreign policy lever to shape other countries’ 

decisions and continuously refines and employs its espionage, influence, and attack capabilities against 

a variety of targets. 

• Russia maintains its ability to target critical infrastructure, including underwater cables and industrial 

control systems, in the United States as well as in allied and partner countries. 
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APTs by Country - RF
Microsoft (Mandiant)

Aqua Blizzard 
(UNC530)

Cadet Blizzard
Forest Blizzard

(APT 28)
Ghost Blizzard

Midnight Blizzard
(APT 29)

Seashell Blizzard Secret Blizzard Star Blizzard

Storm-0587 Storm-1099 Sunglow Blizzard
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The Democratic People’s Republic of Korea

North Korea’s (DPRK) Cyber program will pose a sophisticated and agile espionage, Cybercrime, 

and attack threat. Pyongyang’s Cyber forces have matured and are fully capable of achieving a 

variety of strategic objectives against diverse targets, including a wider target set in the United 

States and South Korea. 

North Korea will continue its ongoing Cyber campaign, particularly cryptocurrency heists; seek a broad 

variety of approaches to launder and cash out stolen cryptocurrency; and maintain a program of IT 

workers serving abroad to earn additional funds. 
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APTs by Country - DPRK
Microsoft (Mandiant)

Citrine Sleet
(UNC4736)

Diamond Sleet Emerald Sleet Jade Sleet

Onyx Sleet Opal Sleet Pearl Sleet Ruby Sleet

Sapphire Sleet Storm-0530
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The People’s Republic of China

China (PRC) remains the most active and persistent cyber threat to U.S. Government, private-sector, and 

critical infrastructure networks. Beijing’s Cyber espionage pursuits and its industry’s export of surveillance, 

information, and communications technologies increase the threats of aggressive Cyber operations against 

the United States and the suppression of the free flow of information in Cyberspace. 

• PRC operations discovered by the U.S. private sector probably were intended to pre-position Cyber attacks against 

infrastructure in Guam and to enable disrupting communications between the United States and Asia. 

• If Beijing believed that a major conflict with the United States were imminent, it would consider aggressive Cyber 

operations against U.S. critical infrastructure and military assets. Such a strike would be designed to deter U.S. 

military action by impeding U.S. decisionmaking, inducing societal panic, and interfering with the deployment of U.S. 

forces. 
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APTs by Country - PRC
Microsoft (Mandiant)

Brass Typhoon 
(APT 41)

Charcoal Typhoon Circle Typhoon Volt Typhoon

Flax Typhoon
Gingham Typhoon

(APT 40)
Granite Typhoon Lilac Typhoon

Mulberry Typhoon
(APT 5)

Nylon Typhoon
(APT 15)

Raspberry Typhoon 
(APT 30)

Salmon Typhoon
(APT 4)

Silk Typhoon Storm-0062 Storm-0558 Violet Typhoon
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Volt Typhoon – Campaign Overview
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Volt Typhoon – Campaign Overview
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Volt Typhoon – Naming Conventions

Volt Typhoon 
(Microsoft)

G1017
(MITRE)

Bronze Silhouette
(Secure Works)

Vanguard Panda 
(CrowdStrike)

DEV-0391
(Palo Alto)

Insidious Taurus
(Palo Alto)

Voltzite
(Dragos)

UNC3236
(Mandiant)



UNCLASSIFIED

UNCLASSIFIED

34

Volt Typhoon – Timeline
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May 2023 – Microsoft Report
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Volt Typhoon – Attack Diagram
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Credential Dumping

• Microsoft observed Volt Typhoon

attempting to dump credentials 

through the Local Security Authority 

Subsystem Service (LSASS). 

• The LSASS process memory

space contains hashes for the 

current user’s operating system (OS) 

credentials.

Command to dump LSASS process memory, encoded in 

Base64

Decoded Base64 of Volt Typhoon command to dump 

LSASS process memory
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Create Installation Media

• Volt Typhoon frequently attempts to

use the command-line tool Ntdsutil.exe to 

create installation media from domain 

controllers, either remotely or locally. 

• The files in the installation media

contain usernames and password hashes 

that actors can crack offline, giving them 

valid domain account credentials they 

could use to regain access to a 

compromised organization if they lose 

access.

Command to remotely create domain controller installation 

media

Command to locally create domain controller installation 

media
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May 2023 – Joint Cybersecurity Advisory
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Windows Management Instrumentation

• Volt Typhoon has executed the following command to gather information about local drives:

• The command uses a command prompt WMIC query, collecting information about the storage devices on the

local host. This command does not require administrative credentials to return results. 

• WMI is a built-in Windows tool that allows a user to access management information from hosts in an enterprise

environment. By default, WMI Tracing is not enabled, so the WMI commands being executed and the 

associated user might not be available. 
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Port Proxy - Netsh
• Volt Typhoon has used the following commands to enable port forwarding on hosts:

• Netsh is a built-in Windows command line scripting utility that can display or modify the network settings of a

host, including the Windows Firewall. The portproxy add command is used to create a host:port proxy that will 

forward incoming connections.

• Netsh is a built-in Windows command line scripting utility that can display or modify the network settings of a

host, including the Windows Firewall. Using port proxies is not common for legitimate system administration 

since they can constitute a backdoor into the network that bypasses firewall policies.
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February 2024 – Cybersecurity Advisory
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Volt Typhoon – Typical Activity
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Volt Typhoon – Typical Activity
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Applying Army Doctrine to Mitigate 
Organizational Risk
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Traditional Battlefields
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A Theoretical Battlefield in Cyberspace
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Synchronizing Intelligence and Incident 
Management
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How Do Intelligence Efforts Use Incident 
Data To Identify And Fill Gaps?
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Closing Remarks
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