
Westley 
McDuffie 
Security 
Evangelist 
IBM X-FORCE 

Presenter Notes
Presentation Notes
My name is Westley McDuffie, and I am a security evangelist for IBM and X-Force. When you hear somebody with an inflated title the first thing that normally pops to mind is "yeah right". I do preach the gospel of security from the church of the painful truth. I don't use a lot of buzzwords, sometimes I'm right to the point, and I have been known to step on a few toes. Because sometimes the truth is painful.A little about me and why I'm standing up in front of you. I spent a little over 20 years in the Army, doing analysis, sometimes physical, and IBM saw fit to make me their employee.Those were the shoulder sleeves insignia that I wore for the first 10 years, this one is one I wore for the last 11 years of my career. What I learned here was to solve my own problems, sometimes diplomatic, sometimes kinetic. Secretary of Defense Mattis, has been quoted about engaging the six-inch space between your ears, for it is the most powerful weapon on the battlefield.Abstract In the rapidly evolving landscape of modern warfare, the United States stands poised at the forefront of the digital battlefield. However, this position of strength is double-edged, exposing the nation as the most vulnerable target for cyber attacks. The speed of contemporary communications necessitates not only the rapid dissemination of crucial information but also demands the exclusion of human intervention to outpace adversaries within their decision cycle.Recognizing this imperative, the US Army is embarking on a crucial initiative: the application of its Intelligence Preparation of the Battlefield (IPB) doctrine to cyberspace. Traditionally, IPB, as delineated in FM 34-130, involves a meticulous, ongoing process of scrutinizing threats and environments within specific geographical areas. It encompasses the definition of the battlefield environment, identification of battlefield effects, assessment of threats, and determination of threat courses of action (COAs).While commendable efforts have been directed towards automating the IPB process, the Army has yet to fully extend this methodology to the digital realm. Urgency underlines the necessity for the development of this capability before the nation finds itself engulfed in a cyber war.The conventional understanding of defining a battlefield in physical terms encounters a stark contrast when applied to the expansive landscape of cyberspace. As articulated by LTC Bertrand Boyer, parallels between cyber and physical battlefields exist, yet the demarcation of cyber boundaries presents a unique challenge.Boyer's analysis draws striking similarities between information systems (IS) and urban areas, emphasizing functional zones within both, including storage, service, staging, and controlled access. However, the diversity of cyberspace defies uniform categorization, echoing the intricate architectures of urban environments where each area is distinct despite shared infrastructures.While these likenesses exist, divergence emerges in the aspect of control. A physical battlefield is visibly governed by a singular entity, apparent to all involved parties. Conversely, the cyber-realm allows adversaries to cohabit ‘places’ simultaneously, embedding malicious files within a victim's system or gaining access to their accounts unnoticed.To fortify its position and preempt cyber threats, the US Army must transcend the conventional boundaries of warfare analysis. Strategic adaptation of the IPB doctrine to the digital domain becomes paramount, enabling proactive identification of cyber terrains, threat evaluations, and decisive actions.The fusion of traditional military wisdom with contemporary cyber intricacies paves the way for a robust defense strategy. By leveraging the insights gleaned from IPB's structured approach, the nation can harness its digital advantage while shoring up vulnerabilities, ensuring resilience in the face of evolving cyber adversities.In the uncharted territories of cyberspace, where the contours of battle are fluid and unseen, the adaptation of IPB emerges as the beacon guiding the nation toward fortified cyber strength and unwavering resilience. 



Reinforcing Defense Strongholds:

 Deploying IPB Tactics in Digital Warfare
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This is cyber warfare --  IPB on your battlespace In conventional operations, cyber is used to support forces and commanders by ensuring that they can operate uninhibited in cyberspace or by disrupting the enemy’s ability to operate in order to achieve necessary objectives more effectively. In this way, cyber is used to gain an advantage over an adversary in much the same way advantage is sought in the other domains(for example, when naval forces restrict the enemy’s ability to use the seas to achieve strategic ends).Like naval power, cyber is an important means with which to maximize one’s own access and effectiveness while restricting the opponent’s access and effectiveness. However, it differs from other domains in a very important respect: In cyber operations, time and space are incredibly compressed. A cyber force can launch an attack from anywhere in the world and strike very quickly, whereas more traditional forces need time to move, are affected by terrain and weather, and must physically position themselves to launch attacks.



Strategy 
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In U.S. military terms, "strategy" refers to the comprehensive planning and execution of large-scale operations aimed at achieving broad, long-term objectives. This typically involves the integration and coordination of all instruments of national power, including diplomatic, informational, military, and economic resources. The goal of military strategy is to achieve national policy objectives, often by applying force or the threat of force in a calculated manner to influence the behavior or capabilities of an adversary or to shape the strategic environment.Strategic considerations might include the deployment of forces globally, the management of alliances and partnerships, deterrence of potential adversaries, and decisions about when and where to engage in conflict. Strategy in this context is distinct from tactics, which are the specific techniques and maneuvers used in actual combat situations.



Tactic
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n U.S. military terms, "tactics" refer to the specific techniques and maneuvers used by armed forces to engage and defeat enemies in direct combat. Tactics are focused on achieving immediate, short-term goals on the battlefield and are concerned with how forces are deployed, how engagements are conducted, and how units maneuver against an adversary in real-time.Tactical decisions are typically made at lower levels of command and involve considerations such as the placement of troops, the execution of specific operations like ambushes or assaults, and the use of weapons and technology to achieve localized objectives. Tactics are the execution elements of broader operational plans and strategies, aiming to exploit immediate opportunities and conditions in the field with precision and effectiveness.
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It is not Executive 14028, it is not M21-31, it is NOT ZERO TRUST, it is NOT Zero Trust Architecture, ��Those are the rules of the current play. 



IPB of Your Battlespace

What it is
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WHAT is IPB – how does it relate to CYBER IPB is a collaborative staff effort led by the J-2/G-2/S-2 and the intelligence staff. IPB products developed and continuously updated facilitate situational understanding and assist commanders and staffs in identifying relevant aspects within the area of operations and area of interest that can affect mission accomplishment. Intelligence preparation of the battlefield is the systematic process of analyzing the missionvariables of enemy, terrain, weather, and civil considerations in an area of interest to determine theireffect on operations. IPB allows commanders and staffs to take a holistic approach to analyzing theoperational environment (OE). A holistic approach—Describes the totality of relevant aspects of the OE that may impact friendly, threat, and neutralforces.Accounts for all relevant domains that may impact friendly and threat operations.Identifies windows of opportunity to leverage friendly capabilities against threat forces.Allows commanders to leverage positions of relative advantage at a time and place most advantageous for mission success with the most accurate information available.To be effective, IPB must—Be a continuous process with all staff members providing input.Account for all domains, the information environment, and the electromagnetic spectrum (EMS).(See chapter 8.)Define the commander’s area of interest (AOI) by its geographic boundaries to focus collectionand analysis within the AOI.Describe how the enemy, terrain and weather, and civil considerations will affect friendly andthreat operations.Include relevant aspects of the OE for decisive, shaping, and sustaining operations. (See FM 3-0for more on these operations.)Support each step of the MDMP with IPB products.Determine how the interactions of friendly forces, threat forces, and local populations affect eachother to continually create outcomes that positively affect friendly operations. This aspect of IPBis not the sole responsibility of the intelligence staff. It involves the commander and the entirestaff collaborating to determine these effects.Support the operational framework considerations—physical, temporal, cognitive, and virtual.(See paragraph 1-60.)Facilitate the commander’s ability to visualize the desired end state and a broad concept of howto shape current conditions into that end state.Support the commander in directing the intelligence effort.Facilitate understanding threat characteristics and the threat’s goals, objectives, and COA
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Talk about the CYBER ATTACK in ODESA Cyber and the War in UkraineRussia’s invasion of Ukraine is significant for cyber because it shows how cyber can be used in conjunction with conventional military assets. While it was largely overshadowed by other aspects of Russia’s invasion like the movements of armor units and use of artillery, the Russians utilized cyber throughout as part of their overall war plan. This includes some notable operations that had effects beyond Ukraine. For example:The Russians targeted Viasat, an American satellite communications company that provided support to the Ukrainian military, with malware designed to erase its data before disabling it. The Russians did not limit the malware’s scope, and it ended up affecting other ground satellite components, causing hundreds of thousands of people outside of Ukraine to lose electrical power and their connection to the Internet.A cyberattack against the City Council of Odessa, a major Ukrainian port city situated on the Black Sea, was timed to coincide with a cruise missile attack that was meant to disrupt Ukraine’s response to Russian forces attacking in the south.Cyberattacks have also been launched against many parts of Ukraine’s infrastructure and government and civilian networks, including hospitals.
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Project grey goose, was an open source intelligence product that was started by, what is now a defunct security company.The actual particulars of the company and the founder Mr. Carr, isn't quite relevant in what we are discussing. Russia has been offensively conducting cyber operations for many years. Since the writing of project grey goose, there have been a multitude of other articles written either in support of or countering the information presented.When conducting ipb, this read is an excellent primer, on adversarial MO. If nothing else this is Step 3 amd STEP 4 , or part of in ipb. 
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Battle of the Buldge   WHERE IPB got it wrong Operational IPB" describes U.S. Army doctrine for the pre-combat intelligence estimate process employed at the operational level of war.It then argues that technology should not drive intelligence operations. Rather, well-trained intelligence professionals, who have studied history and understand doctrine and the intelligence battlefield operating system, will deliver intelligence that commanders can use. Technology will provide new tools that will improve the science of military intelligence. However, technology will not drive future intelligence operations. Well-trained military intelligence professionals, who understand intelligence doctrine, the intelligence battlefield operating system and the needs of their commanders, will use their intuitive skills to drive future intelligence operations. History teaches the military intelligence professional valuable lessons that canserve as cornerstones in future operations                                 THE BATTLE OF THE BULGEINTELLIGENCE LESSONS FOR THE ARMY AFTER NEXTBYLIEUTENANT COLONEL MICHAEL D. ROSENBAUMUnited States ArmyDISTRIBUTION STATEMENT A:Approved for public release.Distribution is unlimited.USAWC CLASS OF 1999



4 STEPS OF IPB
• Define the battle space environment.

• Describe the battle space effects.
• Evaluate the enemy.

• Determine enemy courses of action.



Define the battle space 
environment.
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When defining the OE, consider the three layers of cyberspace—physical network, logical network, and cyber-persona. When evaluating the OE, staff collaboration and reachback assets are essential.Depicting the physical network layer within the AO allows the intelligence staff to analyze the physical network layer as it relates to friendly and threat operations. Analysts derive the physical network layer depiction from single-source reporting, all-source intelligence products, cyber mission forces reporting, and other reporting sources.When analyzing the logical network layer, identify—	Websites or web pages that influence or have a social impact on the AO.	Friendly logical network configurations and vulnerabilities and the friendly physical network configurations.	Current activity baselines on friendly networks, if possible.	Through which uniform resource locaters (known as URLs), internet protocol addresses, and other locations that critical mission data can be accessed on the internet.	How friendly data is shared and through which software.Depicting the threat cyber-persona layer begins with understanding the organizational structure. Assessment of the organizational structure is an all-source intelligence task. Understanding the organizational structure leads to assessing the cyber-personas associated with the organization. These include cyber-personas that represent the organization, subordinate elements, and personnel.Identify the network infrastructure, including hardware, software, and communication protocols.Analyze the network topology, including physical and logical connections between devices and systems.Assess the organization's digital assets, critical systems, and data flows within the network.



Describe the Battlefield's 
Effects
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Identify potential threat actors, including hackers, cybercriminal groups, state-sponsored attackers, and insiders.Analyze the capabilities of threat actors, such as their technical expertise, resources, and tools.Determine the motivations and objectives of threat actors, including financial gain, espionage, sabotage, or activism.



Evaluate the Threat
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Conduct vulnerability assessments to identify weaknesses in network infrastructure, applications, and configurations.Analyze common attack vectors, such as phishing, malware, insider threats, and advanced persistent threats (APTs).Evaluate potential entry points and pathways that threat actors could exploit to gain unauthorized access to the network.



Determine Threat COAs
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Based on the analysis, develop strategies and plans to mitigate identified risks and vulnerabilities.Prioritize defensive measures based on the likelihood and potential impact of different threats.Implement security controls, such as firewalls, intrusion detection systems, access controls, and encryption, to protect the network against potential threats.Continuously Monitor and Adapt:Implement a proactive monitoring and threat intelligence program to identify emerging threats and evolving tactics used by threat actors.Regularly review and update the IPB of the network based on changes in the operational environment, technology landscape, and threat landscape.Continuously improve defensive strategies and measures to stay ahead of emerging cyber threats and ensure the security of the network.



Observation and fields of fire 
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Ability to see subnets within networks, intrusion detection systems, password protections, and encryptions used in the area of operations. It is essential to understand what portion of the network can be seen and from where it can be seen. This may include the ability to see using physical surveillance. Additionally, closed networks may prevent observation on friendly and threat networks. Intrusion protection systems may eliminate possible threats across the network. 



Avenues of approach
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Method of network access, such as an access point, threat intrusion, or path to the physical or logical key terrain, such as switches, routers, servers, and vectors. Mobility corridors can be identified and grouped according to network speed, where slow speeds can cause restricted or severely restricted terrain. The volume of network activity may create additional avenues of approach. 



Key terrain
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Key terrain can be applied to the physical network, logical network, or cyber-persona layer. Key terrain associated with cyberspace can be considered as a physical node or data that is essential for mission accomplishment. Examples include major lines of communications, key waypoints for observing incoming threats, domain name servers, network operating systems, switches, spectrum-dependent devices, main internet service provider inputs, mission-critical parts of the threat information network. The intelligence staff can determine key terrain in cyberspace by overlapping the threat’s critical asset list, mission, and intent. Note. In cyberspace, it is possible for friendly and threat forces to occupy the same key terrain, potentially without either knowing of the other’s presence. 



Obstacles
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Network features that can impede cyberspace operations include intrusion detection systems, firewalls, antivirus software, password protections, encryptions, reliability of network connectivity, data limits, and write-protections that prevent data manipulation. 



Cover and concealment
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The threat electromagnetic signature, cyberspace hygiene, noise awareness, and ability to limit attribution are considered cover and concealment within the cyberspace domain. Intelligence staffs determine collaboration or intelligence reach— 	If threat actors are hiding their true identity using multiple cyber-personas, honeypots, or Dark webs.	Threat defensive measures (firewalls, software patches, antivirus software, encryption software, nonattributable proxy systems).	Time and volume of network activity. These may support concealment of activity on the network.



4 STEPS OF IPB
Determine enemy courses of 

action.
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When determining threat COAs regarding cyberspace, consider—	Threats’ historical use of cyberspace and possible types of cyberspace operations conducted:	Malware—viruses, spyware, worms, network-traveling worms, socially engineered Trojans.	Password attacks—brute-force and dictionary attacks.	Denial-of-service or distributed denial-of-service attacks.	Advanced persistent threat.	Phishing attacks.	Specific units with a task and purpose to produce cyberspace effects in the cyberspace domain.	Threats’ ability and desire to employ cyberspace operations against specific friendly operations.	If threat forces will be arrayed distinctively based on cyberspace operations or effects.	Threats that may be located outside of the AO.	Threat COAs that may use proxies worldwide, which may be outside of the AOI.	COAs that address the use of the cyberspace domain in completely different ways.



Cyberspace considerations 
for the warfighting functions
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In addition to considering and evaluating traditional threats on the battlefield, it is necessary to evaluate other relevant actors and threats that may conduct operations in cyberspace relevant to the AO:	Nation-state actors. Nations that either conduct operations directly or outsource them to third parties to achieve national goals. They generally have access to domestic resources and personnel not typically available to other actors. They may involve traditional threats as well as traditional allies when conducting espionage.	Transnational nonstate actors or terrorists. Formal and informal organizations not bound by national borders. These actors use cyberspace to raise funds, communicate, recruit, plan operations, destabilize confidence in governments, and conduct terrorist actions within cyberspace.	Criminal organizations or multinational cyber syndicate actors. National or international, these criminal organizations steal information for their use or they sell it to raise capital. Nation states or transnational nonstate actors may use these criminal organizations as surrogates to conduct attacks or espionage through cyberspace.	Individual actors, hacktivists, or small groups. These actors are known to illegally disrupt or gain access to networks or computer systems. Their intentions are as diverse as the number of groups or individual threats in cyberspace. These actors gain access to systems to discover vulnerabilities, sometimes sharing the information with owners. However, they may have a malicious intent. Political motivators often drive their operations, so they use cyberspace to spread their message. These actors can be encouraged or hired by others, such as criminal organizations or nation states, to conceal the attribution of those larger organizations.	Insider threats. Any persons using their access wittingly or unwittingly to harm national security interests through unauthorized disclosure, data modification, espionage, or terrorism.



Evaluate the enemy.
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In addition to considering and evaluating traditional threats on the battlefield, it is necessary to evaluate other relevant actors and threats that may conduct operations in cyberspace relevant to the AO:	Nation-state actors. Nations that either conduct operations directly or outsource them to third parties to achieve national goals. They generally have access to domestic resources and personnel not typically available to other actors. They may involve traditional threats as well as traditional allies when conducting espionage.	Transnational nonstate actors or terrorists. Formal and informal organizations not bound by national borders. These actors use cyberspace to raise funds, communicate, recruit, plan operations, destabilize confidence in governments, and conduct terrorist actions within cyberspace.	Criminal organizations or multinational cyber syndicate actors. National or international, these criminal organizations steal information for their use or they sell it to raise capital. Nation states or transnational nonstate actors may use these criminal organizations as surrogates to conduct attacks or espionage through cyberspace.	Individual actors, hacktivists, or small groups. These actors are known to illegally disrupt or gain access to networks or computer systems. Their intentions are as diverse as the number of groups or individual threats in cyberspace. These actors gain access to systems to discover vulnerabilities, sometimes sharing the information with owners. However, they may have a malicious intent. Political motivators often drive their operations, so they use cyberspace to spread their message. These actors can be encouraged or hired by others, such as criminal organizations or nation states, to conceal the attribution of those larger organizations.	Insider threats. Any persons using their access wittingly or unwittingly to harm national security interests through unauthorized disclosure, data modification, espionage, or terrorism.



Evaluate the Threat.
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Define the Operational Environment:Identify the network infrastructure, including hardware, software, and communication protocols.Analyze the network topology, including physical and logical connections between devices and systems.Assess the organization's digital assets, critical systems, and data flows within the network.Assess Potential Threat Actors:Identify potential threat actors, including hackers, cybercriminal groups, state-sponsored attackers, and insiders.Analyze the capabilities of threat actors, such as their technical expertise, resources, and tools.Determine the motivations and objectives of threat actors, including financial gain, espionage, sabotage, or activism.Identify Vulnerabilities and Attack Vectors:Conduct vulnerability assessments to identify weaknesses in network infrastructure, applications, and configurations.Analyze common attack vectors, such as phishing, malware, insider threats, and advanced persistent threats (APTs).Evaluate potential entry points and pathways that threat actors could exploit to gain unauthorized access to the network.Develop Courses of Action:Based on the analysis, develop strategies and plans to mitigate identified risks and vulnerabilities.Prioritize defensive measures based on the likelihood and potential impact of different threats.Implement security controls, such as firewalls, intrusion detection systems, access controls, and encryption, to protect the network against potential threats.Continuously Monitor and Adapt:Implement a proactive monitoring and threat intelligence program to identify emerging threats and evolving tactics used by threat actors.Regularly review and update the IPB of the network based on changes in the operational environment, technology landscape, and threat landscape.Continuously improve defensive strategies and measures to stay ahead of emerging cyber threats and ensure the security of the network.By applying the IPB methodology to the cyber domain, organizations can enhance their cybersecurity posture by gaining a deeper understanding of potential threats and developing effective defensive strategies to protect their networks and digital assets.
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